Abstract
Introduction
Recently, there has been an increase in the number of cases where organizations' information security incidents are caused by their employees' carelessness or negligence and mistakes-not by problems of technology [25] . Past incidents related to information security occurred primarily through hacking and illegal network intrusion into PCs, which can be solved and prevented via information security technologies such as anti-virus software [17] . As the number of information security related incidents caused by employees is on the rise, there is a growing need to approach the user's perspective, rather than just through technology, to devise solutions for preventing incidents. In short, as the number of incidents caused by employees not conscientiously performing information security practices as required by the organization have increased, the organization's information security has been greatly influenced by employees' willingness and attitudes [7] . In addition, Chen et al. [9] emphasized that individuals, not technology, are the main agents of information security.
Most studies on information security policies have focused on identifying whether punishments and rewards based on compulsion significantly increase employees' intention to comply with information security policies [18, 32] or their awareness of information security through education and training [14, 26] . Forcing employees to comply with information security policies based on these external environmental factors does not lead to continuous improvements in their intent to comply [21] . However, employees' continuous intent to comply with policies has a significant impact on their information security practices [33] . Moreover, forcing employees to comply with information security policies has little chance of improving organizations' information security because of the lack of employees' autonomy and because such coercion cannot, alone, improve their awareness of information security. Forcing employees to comply with information security policies will negatively affect organizations' information security environments and fail to motivate employees' information security practices.
According to Kelman [23] , attitudes move from compliance to identification and then internalization depending on an individual's acceptance of social influences. Behaviors expressed differently at each stage influence an individual's intent to conform to specific values and norms. Therefore, employees' conformity to an information security policy, influenced by environmental effects and an acceptance of social influences, changes over time. This study asks the following research question: If employees internalize information security policies, will their intent to conform to them gradually increase and finally lead to a level of information security practice higher than that achieved by employees whose attitude is merely one of compliance?
Employees internalize values and norms based on their voluntary cooperation; this increases their intent to continuously conform to whichever norm is the subject of internalization [28] . Therefore, employees' internalization of information security policies becomes the foundation not only for improving employees' awareness of information security but also for increasing the organization's information security. This study develops an instrument to examine the difference between employees' internalization of and compliance with information security policies and verifies the instrument's validity and reliability.
Results of this study provide a foundation for devising solutions to the weaknesses in employees' compliance with information security practice and for inspiring information security practice consistently based on employee autonomy.
Theoretical background

Social influence theory
According to social influence theory, changes in attitudes that occur as an individual conforms to values and norms by accepting social influences are behavioral processes that affect each other rather and are not strictly separable [20] . Acceptance of social influences changes behavior and attitudes through three processes: compliance, identification, and internalization. According to Kelman [23] , compliance occurs when an individual accepts social influences in an attempt to receive a certain reward or avoid punishment. Identification happens when an individual perceives the importance of an issue and then shows a willingness to conform. Internalization takes place when an organization's value systems and norms coincide with those of the individual via the admission of social influences. The existence of a value subjectively perceived as useful for solving problems is a motivation to internalize [23, 24] . Values congruence, whereby employees have beliefs or values consistent with the organization's goals and values, promotes employees' internalization [5] . When internalization occurs, employees change their behaviors by increasing their intent to conform, thereby experiencing a sense of achievement, which reinforces their continuous voluntary internalization activity [23, 24] . This study compares between compliance and internalization to describe their effect on changes in an individual's attitude via social influence.
Andrighetto et al. [2] suggested that, as individuals internalize behaviors based on ethical autonomy, they are conforming without regard to their own selfinterest. Therefore, the positive effects of norms in an organization are greater when employees internalize norms such as regulations than when they perceive and comply with norms as a means of pursuing their own interests [3] . Moreover, individuals' internalization tends to strengthen when they are free from external environmental factors. Accordingly, norms are maintained consistently through autonomy rather than through dependence on external rewards and punishment [4] .
Ryan & Connell [28] described compliance and identification as low levels of internalization-attitudes at stages preceding internalization, as individuals accept social influences. They compared between the effects of two types of behavior motivation, achievement behaviors, and prosocial behaviors, and suggested that an individual's internal willingness to derive pleasure and satisfaction is a factor that triggers internalization. They also explained that compliance with rules and norms, where an individual accepts social influence, is an imperfect stage of internalization. Chirico and Salvato [10] explored the factors affecting the internalization of knowledge acquisition, a specific goal of organizational members, and emphasized the importance of social ties and interaction among members. They considered senses of trust and familiarity as forms of social capital and found that interactions and conflicts among people are the major issues affecting individuals' internalization.
Attitudes on information security policy
An information security policy offers a direction for information security within an organization and is a document that describes the proper use of information system resources to prevent the misuse of the information system by employees; it is the most important control measure for an organization's information security [13, 19] . Herath and Rao [18] examined the major reasons for employees' intention to comply with information security policies, focusing on various internal and external environmental factors. They confirmed the importance of social influence within an organization for policy conformance. Specifically, they suggested that external environmental factors such as rewards, punishments, and peer evaluations as well as intrinsic motivations such as an employees' perception of the efficiency of security rules influence compliance with information security policies. In addition, superiors' and managers' attitudes on information security and the organizational supports available for information security also influence employees' compliance with information security policies [12] . Meanwhile, internal factors such as employees' expertise in information security, ability to implement technologies, and interests also improve the intent to comply with information security policies [26] . Most studies on employees' conformity with information security policies have concentrated on compliance, as they have focused on how employees' attitudes on information security policies are conditioned by external environmental factors such as sanctions, rewards, and evaluations. However, Cram et al. [11] conducted a meta-analysis of research on compliance with organizations' information security policies and found that punishment and rewards did not greatly improve employees' intentions to comply and that their norms and beliefs had a strong relationship with information security practice competence. The authors concluded that employees' internalization is necessary for improving the organizations' information security, considering that employees' attitudes on information security policies are influenced more strongly by internal factors such as individuals' values and attitudes than by external factors such as rewards and punishment.
Individuals' internalization of rules and norms, going beyond the controlled external environment, can facilitate a high degree of conformity [2] . Internalization promotes strong compliance, but, since internalization is easily motivated when individuals are free from external environmental factors such as rewards, punishment, and sanctions, it cannot occur when behaviors are forced by external factors [24] . Although dividing employees' attitudes on information security policies into "compliance" and "internalization" strictly is difficult, attitudes on conformity with an organization's information security policies can be improved during the internalization stage.
The internalization of values and norms is differentiated from the form in which an individual's state of mind is endogenous to a certain subject among many others in that it is chosen under external effects [15] . According to prospect theory, an individual who internalizes a goal, instead of reaching a goal endogenously, could be more active in achieving goals [6] . This is based on the loss aversion, where individuals are generally more sensitive to losses than gains. Therefore individuals determine that among various alternatives, it chosen by them has a higher value than the others considering their effort and investment, which leads to a lower probability of abandonment [1, 22] . Thus, employees require internalization to sustain their conformity to information security policies and maintain a safe organizational information security environment in a long term.
With internalization of regulations or rules, behaviors could show continuous and autonomous conformity toward them. For example, a driver stops at a red light automatically when he or she is internalized with traffic regulations. When people internalize a goal, they show a long-term effort to achieve it. A person with an internalized goal for stop smoking; for example, recovering health, could be more successful to maintain nonsmoking status longer time than a person to stop smoking for complying with a regulation or a penalty; for example, parental guide for banning smoking for their adolescent children. Based on these examples, we can extend internalization of organizational members in information security practices. If employees comply with organizational information security polices in compliance status, they abide by codes and protocols based on psychological calculations regarding rewards or penalties expected from compliance or violation. If the amount of damages they can expected from violations are smaller than benefits from compliance, they would choose violation rather than compliance. However, if employees are in internalization status, they place the purpose of their behavioral choices on information security itself so that they have tendency to show more autonomous and prolonged conformity towards protocols.
Information security practice behavior
Information security practices are activities that protect the organization from various threats related to information breaches and are classified as information management based on the adoption of security technology and employees' awareness of security [27] . Their technology management aspects include frequent updates of anti-virus software and systems, the deleting of browsing histories and cookies, and individual-level tasks such as refraining from accessing suspicious websites and opening suspicious emails [8, 16] . Employees' information security practices are required to maximize the efficient use of procedures related to security technologies; these require investments of time and effort in the minimization of mistakes [29] . Information security practices are influenced by attitudes to and awareness of information security [31] . Therefore, improving the factors affecting employees' information security practices improves information security at both the individual and organizational levels. This study attempts to identify employees' information security behaviors, which vary depending on their attitudes to information security policies.
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Research method & data analysis
Instrument development
This study aims to determine how information security practices differ between employees who internalize of information security policies and those who comply with them. Previous studies have focused on employees' compliance with information security policies. This study goes further by developing an instrument with which to measure employees' internalized of attitudes on those policies. In addition, to increase the effect of the comparison between complied and internalized of attitudes, questions used in previous instruments used to measure compliance with information security policies were complemented with new items. Previous questionnaires lacked a consideration of internal factors that can affect individuals' conformity behavior such as internal values and beliefs. Most of the studies assessed employees' compliance with information security policies only through external factors such as superiors' evaluations, rewards, and punishment. The recent increase in the number of information security incidents has made the information security practices required by organizations more specific, and advances in information protection software has made the technology-related policies to which organizational members must conform more detailed. To overcome the limitations of previous instruments, this study develops questions about individuals' compliance with and internalization of information security policies and performance of information security practices.
The instrument developed included a total of 11 items excepted for demographic questionnaires. Based on questions about changes in individuals' attitudes used by Kelman [23] , a group of questions classified as "Attitudes on Information Security Policy" were developed to measure individuals' compliance with and internalization of information security policies. In addition, a series of questions classified as "Information Security Practice Behavior" were developed to examine individuals' information security practices as required by their organizations. All questions were measured using a seven-point Likert scale.
Data collection
To ensure the validity and reliability of the developed instrument and examine the difference in information security practices between employees' compliance and internalization of information security policies, a pilot test was conducted with 125 participants.
An analysis was carried out on 102 sets of valid data, excluding inappropriately answered questionnaires. The survey was conducted on workers in the fields of construction, education, and finance. The characteristics of the respondents are shown in Table 1 . Table 2 shows the instrument developed in this study and the average responses of each question by conducting a pilot test.
Measurement validation
An exploratory factor analysis was conducted to verify the validity and reliability of the constructs listed in Table 2 . The analysis results showed that all of them are appropriate, as shown in Table 3 , verifying that the data are suitable for factor analysis. First, principal component analysis was used to confirm the validity of the factor loading, and factor analysis was carried out using Varimax. As can be seen in Table 3 , the value of each load factor is greater than 0.6, indicating that the scale has good construct validity. Q11. I do not use software and files that I am not allowed to take outside even for urgent matters.
4.07
All communalities, which indicate the explanation ratios by extracted factors, exceeded 0.5, verifying the validity of the collected responses. In addition, KaiserMeyer-Olkin (KMO) and Bartlett tests were conducted to verify the adequacy of the factor analysis. In general, KMO shows the degree to which correlations between variables are explained by other variables. A low value means that the composition of variables is not adequate for factor analysis; when the value is closer to 1 and above 0.5, the data are determined to be adequate for factor analysis. In Bartlett's sphericity test, when the significance probability is lower than 0.05, the data are deemed suitable for factor analysis [30] . The reliability and validity of the measurement items developed for the study were confirmed (KMO=.677, Bartlett pvalue .000).
This study employed the Cronbach coefficient (Cronbach's α), the most commonly used method of reliability analysis. The results show that the Cronbach's α of the internalization of and compliance with information security policy and information security practice behavior are 0.847, 0.744, and 0.793 respectively. All of them are above 0.7, indicating that this scaled questionnaire has good reliability [34] .
Table 3. Exploratory factor analysis results
Construct
No. 
Factor Analysis Reliability
Results
An independent samples T-test (see Table 4 ) was performed to examine the difference in information security practice between employees' compliance with and internalization of information security policies based on the developed measurement. The analysis showed that the mean of information security practice when information security policies were internalized was 4.45, statistically significantly higher than the mean value (3.67) of the group with a compliance attitude (p=0.002). The study results thus confirmed that the difference between employees' compliance with and internalization of information security policies has a significant effect on information security practices: Employees' information security practice increases when they internalize information security policies and is higher than for those who only ensure compliance. 
Discussion
Theoretical implications
This study has several theoretical implications for information security. First, we applied concepts drawn from social influence theory and adapted them to measure employees' attitudes on information security policies. Prior research using social influence theory has focused on certain ethical norms and values. However, this study suggests the need to apply social influence to regulations and information security policy. Internalization is accompanied by autonomy and persistence, which are important for efficient behaviors. Secondly, this study demonstrates the need to expand information security-related regulations and disciplines by empirically verifying the effects of employees' internalization on information security policies. The instrument developed in this study can be used as the foundation for expanding the scope of research on employees' intention to conformity with information security policies. Previously developed instruments have limitations because they do not reflect the recent information security environments and do not consider employees' distinctiveness in organizations. However, this study includes for recent organizations' information security environments (e.g., blocking employees' access to intranet outside office or forbidding bring out official documents to outside). Finally, this study also overcomes limitations of the prior literature which mainly focused on extrinsic factors such as sanctions and rewards affects to employees' conformity with information security policy by discussing intrinsic factors. As a result, this study shows, now we have to consider employees' awareness and values of information security for identifying their motivations and attitudes on information security.
Practical implications
As organizational information security breaches have increased in recent years, the importance of finding ways of increasing employees' conformity with information security policies has also increased. The results of this study show that employees' internalization of information security policies is a major factor in enhancing both individual information security practices and organizations' information security environments. Finally, this study suggests future directions that firms could take to establish effective strategies in information security. It means firms have to consider how can inspire employees' awareness of information security when they establish firms' information security policy which can enhance their internalization of its policy. It is important because inspiring the intent to internalize of employees' information security policy can advance employees' continuous and autonomous conformity with it. In a long-term perspective, it can save firms' operation costs stems from enforcement-based systems (imposing penalties or rewards through monitoring employees' information security behaviors all the time). Developed instrument in this study also can be used for evaluating employees' attitudes on information security policy in their organizations in internalization perspectives.
Limitations and future research
The measurement was developed and used to conduct a pilot test on approximately 100 people, in this study, should be complemented and revised. We have a plan to enhance the elaboration of the questionnaires in the future. As this study found that employees' internalization of information security policies has a positive effect on information security practice, further research should focus on identifying factors that promote and undermine employees' internalization, based on developed and complemented instruments. Such a future research will provide a direction for establishing an organizational environment that can improve employees' internalization of information security policies and thus serve as a foundation for strengthening information security at both individual and organization.
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Conclusions
This study developed an instrument with which to compare practices driven by employees' compliance with information security policies with those driven by internalization and verified its reliability and validity. The results found that the questionnaires developed were all suitable for measuring the employees' internalization of, and compliance with, information security policies, and that when their attitudes on information security policies were internalized, the level of information security practice was higher than when the policies were just complied with. Therefore, this study suggests that organizations should devise solutions to inspire employees' internalization of information security policies. This is because it is impossible to fundamentally improve the employees' and organizations' information security when employees' are enforced to conform to information security policies by external environmental factors, as the attitude of compliance lacks sustainability and autonomy. As previous studies found that the congruence between values or goals toward a subject is the main cause of internalization. When employees' have a value system that is similar to the goals of organizations' information security policy, internalization is accomplished and its effect is maximized, improving the employees' and organizations' information security. Therefore, this study proposes organizations have to establish information security policy considering employees' attitudes and the appropriate ways of requiring their conformity of information security policy.
